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LICH SU’ CAP NHAT TAI LIEU

Phién ban | N@i dung cap nhat Ly do cap nhat | Ngwai cap nhat Ngay cap nhat
1.0 Tao tai liéu Tao tai liéu Xuan Pham 09/05/2023
Nang cip ham queryProduct tra vé N .
1.1 danh séch Productinfo Update tai liéu Xuan Pham 25/07/2023
2.0 Nang c4p phién ban APl méi Update tai liéu Xuén Pham 25/01/2024
- Bb sung api listservice N .
2.1 _ B sung ma I3i 24 Update tai liéu Xuan Pham 01/07/2024
- B0 sung trudng refDateTime - .
2.2 trong request api 4.9 Update tai liéu Xuan Pham 08/07/2024
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1 YEU CAU KY THUAT
1.1 Phwong thirc két ndi va dinh dang thong diép
1) Vinnet API stirdung Restful web services.
2) Yéu cau st dung giao thirc két ndi HTTP POST vai media type 1a application/json.
3) Co ché bao mat theo md hinh OAuth 2.0 JWT.
4) Vinnet API strdung giai thuat RSA 2048 bit
— XA&c thuc dir liéu (Sign — Verify) voi SHA256withRSA
- Ma héa dir liéu (Encrypt — Decrypt) véi RSA/ECB/PKCS1Padding
1.2 M6 ta luéng xtr ly nghiép vu
1) Budc 1: dé tao tai khoan cho d6i tac tai Vinnet ydu cau dbi tac cung cap cac thong tin sau:
RSA public key (.pem) cua ddi tac
S6 dién thogi tao tai khoan

Email tao tai khoan

Théng tin doanh nghiép:diachi, ma sé thué, thdng tin tai khoan ngan hang giao dich.

2) Budc 2: Vinnet tao tai khoan cho ddi tac, véi mdi tai khoan hé théng s& cap mot ma tai khoan
(merchant code) |a duy nhit ciing vai mé truy cap API (merchant key) mic dinh khai tao hai
ma nay trung nhau.

3) Budc 3: Vinnet cung cap thong tin két nbi cho ddi tac gom:

RSA public key (.pem) cua Vinnet

Base URI dé goi api

Merchant key

Merchant code

4) Budc 4: dbi tac goi api changekey dé d6i merchant key mic dinh (diéu nay 1a bdt budc trudéc
khi si dung cac ham AP khéc), merchant key méi s& duoc hé thdng Vinnet sinh ngau nhién
va tra vé trong response. Ddi tac luu lai merchant key méi dé truyén tham sé trong ban tin
goi api nghiép vu qua Vinnet.

5) Budc 5: ddi tac goi api authenticate dé Iay access token, thoi han sir dung cua access token
12 60 phat. Ddi tac luu lai access token dé truyén tham s trong ban tin goi api nghiép vu qua
Vinnet.

6) Budc 6: ddi vai cac api nghiép vy, Vinnet yéu cau ddi tac truyén access token trén HTTP
header véi header key 1a Authorization. Khi Vinnet tra két qua access token hét han, ddi tac
thuc hén goi lai api authenticate dé 1y access token méi.
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Thuat ngir Chi tiét MO ta
M Mandatory Dit liéu bat buoc phai co
o) Option Dix liéu khong bt budc phai 6
C Condition Dit liéu yéu cau co diéu kién

3 PINH DANG THONG PIEP CHUNG

3.1 Merchant request

Tén truong Kiéu Do dai | Yéu cau M6 ta
merchantCode | String 1-5 M Vinnet cap cho dbi tac.
M& UUID 1a duy nhadt trong tdt ca cac
ban tin request. Vi du:
reqUuid String uuID M
d272c370-5241-4064-a147-
457e782c5254
Chudi json request trong tng tirng api tai
regData String 0-N M muc [4] duwoc RSA encrypt st dung
public key cua Vinnet.
RSA signature véi dir lidu dau vao 1a
sign String 0—N M chudi ghép tir gid tri cac truong:
merchantCode + reqUuid + regData
3.2 Vinnet response
Tén truong Kiéu Podai | Yéucau M6 ta
reqUuid String uuID M Ma UUID dbi tac da gui trong request
resCode String 0-2 M M4 15i cia Vinnet myc [5]
resMesg String 0—-N M M6 ta 15i
Chudi json response tuong tng ting api
resData String 0-N M tal muc [4] dugc RSA encrypt st dung

public key cuia d6i tac.
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sign

String

RSA signature voéi dir lidu dau vao la
chudi ghép tur gid tri cc truong: reqUuid
+ resCode + resMesg + resData

Luu y: sign chi co gia tri khi http response
status = 200

4 CHI TIET CAC API
4.1 changekey
4.1.1 Token

Khong yéu cau

4.1.2 Path

baseuri/changekey

4.1.3 Muc dich

Thay d6i ma truy cap API (merchant key).

4.1.4 regData

Tén truong Kiéu Podai | Yéucau M6 ta
oldMerchantKey | String 0-32 M Ma truy cap API hién tai
4.1.5 resData
Tén truong Kiéu | Podai | Yéucau M6 ta
newMerchantKey | String 0-32 M Ma truy cap APl mai

4.2 authenticate
4.2.1 Token

Khdng yéu cau

4.2.2 Path

baseuri/authen

4.2.3 Muc dich

LAy access token st dung cho céc ban tin nghiép vu.

4.2.4 reqData

Tén truwong

Kiéu

Pj dai

Yéu cau

Mo ta

merchantKey

String

0-32

M

Ma truy cap API hién tai
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4.2.5 resData
Tén truong Kiéu Py dai | Yéu cau MO ta
token String 0-300 Access token Vinnet cap

4.3 merchantinfo
4.3.1 Token
C6 yéu cau
4.3.2 Path

baseuri/merchantinfo

4.3.3 Muc dich

Truy van théng tin tai khoan dbi tac tai hé thdng Vinnet.

4.3.4 regData

{
4.3.5 resData

Tén truong Kiéu Podai | Yéucau M6 ta
deposited double Téng tién dbi tic da nap vao tai khoan
spent double Téng tién dbi tac da sir dung dich vu
balance double S6 du kha dung

4.4 registerauthority
4.4.1 Token
C6 yéu cau
4.4.2 Path

baseuri/registerauthority

4.4.3 Muc dich

Ping ky iy quyén cho phép Vinnet truy van no cude thué bao di dong tra sau.

4.4.4 reqData
Tén truong Kiéu Po dai | Yéu cau M6 ta
serviceCode String 0-5 M Ma dich vy [6]
recipient String 0-50 M S thué bao di dong tra sau.
otpReceiver String 0-10 M S6 thué bao nhan OTP

4.4.5 respData
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{

4.5 confirmauthority
4.5.1 Token
C6 yéu cau
4.5.2 Path
baseuri/confirmauthority

4.5.3 Muc dich

Version: 2.2

Xac nhan OTP 1ty quyén cho phép Vinnet truy van no cudc thué bao di dong tra sau.

4.5.4 reqData

Tén truong Kiéu Po dai | Yéu cau M6 ta
serviceCode String 0-5 M Ma dich vu [6]
recipient String 0-50 M S6 thué bao di dong tra sau.
. OTP  nha dugc tr api
otp String 0-10 M ) an ) o . P
registerauthority

4.5.5 respData
8
4.6 cancelauthority
4.6.1 Token
C6 yéu cau
4.6.2 Path
baseuri/cancelauthority

4.6.3 Muc dich

Huy ty quyén cho phép Vinnet truy van no cudc thué bao di dong tra sau.

4.6.4 reqData

Tén truong Kiéu Po dai | Yéu cau M6 ta
serviceCode String 0-5 M Ma dich vu [6]
recipient String 0-50 M S6 thué bao di dong tra sau.

4.6.5 respData
{
4.7 queryservice
4.7.1 Token
C6 yéu cau
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4.7.2 Path

baseuri/queryservice

4.7.3 Muc dich

—  Truy van dich vy tir hé théng Vinnet.
- Dir liéu tir két qua truy van thanh cong dugc dung 1am tham sb cho API thanh toan
dich vu payservice

4.7.4 regData

Ddi véi dich vu ma thé:

DPdi vai dich vu nap topup:

Dit liéu tra vé 1a danh séch ménh gia ma thé.

D liéu tra vé 1a danh sach ménh gia topup.
Déi vai dich vu nap data:

Version: 2.2

Dt liéu tra vé 1a danh sach goi cuéc kha dung cho thué bao can nap.
Ddi vdi dich vu thanh toan héa don;
Dit liéu tra vé 1a danh sach cac ky no cudc ciia hoa don can thanh toén.

Tén truong Kiéu Py dai | Yéu cau MO ta
serviceCode String 0-5 M Ma dich vu [6]
e Dich vu mua thé/topup: gia tri
rong
recipient String 0-50 C e Dich vu nap data: sb dién thoai
e Dichvu thanh toan hoa don: ma
hoa don
4.7.5 resData
Tén truong Kiéu P dai | Yéu cau MO ta

serviceltems

List<Serviceltem>

Dich vu mua thé/topup:
danh sach ménh gia
dich vu.

-

Luu y:

Néu dich vu c6 hd tro
topup ménh gia I¢ thi
trong serviceltems co
item ménh gia bang 0.
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Dich vu nap data: danh
sach goi data

Dich vu thanh toan hoa
don: danh sach ky cudc
cho thanh toan

recipientName

String

0-300 @)

Tén
cl)

chi s hiru hoa don (néu

recipientAddress

String

0-300 0]

bia
(néu

chi cha s& hitu hdéa don
co)

referCode

String

0-100 C

M4 tham chiéu ding cho giao

dich
(néu

thanh
co)

toan payservice

Serviceltem

Tén truong

Kiéu

bg dai

Yéu cau

Mo ta

itemCode

String

0-300

C

Dich vu mua thé/topup:
ma phan loai theo ménh
gia
Dich vu nap data: ma goi
data

Dich vu thanh toan héa
don: mé ky hoa don

itemValue

long

long

Dich vu mua thé/topup:
ménh gia thé/sé tién
topup

Dich vu nap data: ménh
gia gbi nap

Dich vu thanh toan héa

don: sd tién no cuéc.

description

String

0-300

Thong tin mo ta

10
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4.8 paypservice
4.8.1 Token
Cd yéu cau
4.8.2 Path
baseuri/payservice
4.8.3 Muc dich
Thanh toan dich vu tir hé thong Vinnet.
4.8.4 regData

Tén truong Kiéu P dai | Yéu cau MO ta

serviceCode String 0-5 M Ma dich vu [6]

e Dichvumua thé: c6thé gia tri
rong

e Dich vu topup/nap data: sé

recipient String 0-50 C » )
dién thoai dugc nap

e Dich vu thanh toan hoa don:

ma hdéa don

e Dich vu topup:

o TS:trasau
recipientType String 0-10 C
o TT: tra trude

e Dich vu khac: NT

M3 tham chiéu tra vé tr api

referCode String 0-100 C .
queryservice.

L& mot item tir danh sach item tra vé
tir api queryservice

Luu v topup ménh qia lé:

serviceltem Serviceltem M PY Chon item ménh g|é_ béng 0t

api queryservice.

e Ga&n ménh gid topup tham
khao tai [7].

e Dich vu mua thé: 1a sb lwong

quantity int C . .
thé trén mot giao dich

11
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e Céac dichvu khac: mac dinh la

1
4.8.5 resData
Tén truong Kiéu Po dai | Yéu cau M0 ta
e Dich vu mua thé: danh
sach thé
cardltems List<Cardltem> C
e Cac dich wvu khac:
NULL
Nhan dién loai thué bao tir hé
thong
e Dich vu topup:
recipientType String 0-10 C o TS tra sau
o TT: tra trudc
e Dich vu khac: NT
total Amt double M Tong tién trén giao dich
commission double M Sb tién hoa hong
discount double M % chiét khiu
paymentAmt double M S tién dbi tac phai thanh toan
Cardltem
Tén truong Kiéu Do dai Yéu cau M0 ta
serialNo String 0-20 M S6 serial
pinCode String 0-20 M S6 pin
expiryDate String 0-20 M Ngay hét han s dung dd-MM-
yyyyy

4.9 checktransaction

4.9.1 Token
Cd yéu cau

12
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4.9.2 Path
baseuri/ checktransaction
4.9.3 Muc dich
Truy van két qua giao dich payservice di thuc hién truéc do.
4.9.4 regData
2 .. Yéu R
Tén trowong Kieu b dai N Mo ta
cau
refReqUuid String UuID M | M4 giao dich gbc can truy van
_ _ Thoi diém request giao dich géc
refDateTime String | yyyyMMddHHmMmM M ..
theo mai gio UTC+07:00
4.9.5 respData
Tén truong Kiéu Po dai | Yéu ciu M6 ta
Trang thai giao dich
e 1: giao dich thanh cbng,
khéng hoan tién KH
status int M e 2: giao dich dang xu ly,
khong duoc hoan tién KH
e 3: giao dich that bai duoc
hoan tién KH
e Dich vu mua thé: danh sach
cardltems List<CardItem> C the néu status = 1
e Céacdichvu khac: NULL
Nhan dién loai thué bao tir hé théng
e Dich vutopup: néu status =
1
recipientType Strin 0-10 C
P » 0 o TS:trasau
o TT: tra trudc
e Dichvukhac: NT
total Amt double M Téng tién trén giao dich

13
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commission

double

S6 tién hoa hong

discount

double

% chiét khau

paymentAmt

double

Sé tién ddi tac phai thanh toén

4.10 listservice
4.10.1 Token

C6 yéu cau

4.10.2 Path
baseuri/listservice
4.10.3 Muc dich
LAy danh sach dich vy hé thong Vinnet dang cung cap.
4.10.4 reqData

{
4.10.5 resData
Tén trueong Kiéu P dai | Yéu cau M0 ta
services List<Service> M Danh sach dich vu tir Vinnet
Service
Tén truong Kiéu Do dai Yéu cau M0 ta
serviceCode String 0-30 M Ma dich vu dinh nghia tai Vinnet
serviceName String 0-200 M Tén dich vu
serviceGroup String 0-200 M Tén nhdm dich vu
serviceType String 0-10 Loai dichvu
e B: thanh toan hoéa don
M e T: nap tién dién thoai
e C: mathé cac loai
e D: dang ky goi data
5 DANH SACH MA LOI VINNET
Ma 16i | HTTP status M6 ta
00 200 Thanh cong

14
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01 401 Khong nhan dugc Token tur client

02 401 Khoéng xac thuc dugc Token

03 401 Token hét han

04 400 Khong nhan dugc request

05 400 Khong nhan dugc data request

06 401 Khong tim thay public key ciia merchant

07 401 Chir ky khéng hop 1€

08 400 Ma request khong dang dinh dang UUID

09 200 Khong tim thiy tai khoan merchant

10 200 Tai khoan merchant dang tam khoa

11 200 Merchant key khong dang

12 200 Vui 10ng thay d6i merchant_key

13 200 Khong tim thiy san pham

14 200 San phiam dang tam dung giao dich

15 200 Dich vu dang tam dung giao dich hoac khéng ton tai
16 200 Chua set chiét khiu dich vu cho merchant

17 200 M4 giao dich d3 ton tai

18 200 Dich vu chua dugc dinh tuyén

19 200 S6 du tai khoan khéng du giao dich

20 200 Khong tim thiy giao dich géc.

21 200 Gia tri tham sé quantity khong hop 1é véi dich vu thanh toan
22 200 Khoéng di s luong thé

23 200 Ménh gia khéng hop 1€

24 200 Thué bao chua dang ky y quyén truy van no cudc
08 200 shi:l(j dich that bai. Tuy truong hop s& ¢ nhitng md ta chi tiét khac

15
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99 200

Giao dich chua xac dinh két qua. Vui 1ong lién hé Admin dé kiém
tra. Hoac goi api checktransaction dé truy van két qua.

6 DANH SACH DICH VU
Tham khao tai [4.10]

7 QUY PINH MENH GIA NAP TIEN CHO THUE BAO TRA TRU'G'C

Nha mang

Quy dinh ménh gia

Viettel

T4i thiéu 5,000
Boi s6 cua 1,000
T6i da 1,000,000

Mobifone

Téi thiéu 5,000

Boi s6 cua 5,000 néu nho hon 100,000
Boi s6 cua 10,000 néu nhd hon 500,000
Boi s6 cua 50,000 néu nho hon 1,000,000
Téi da 1,000,000

Vinaphone

T4i thiéu 5,000
Boi s6 cua 1,000
Téi da 1,000,000

Vietnamobile

T4i thiéu 5,000
Boi sd cua 5,000
Tbi da 500,000
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